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01INTRODUCTION

Regulation (EU) 2016/6791, the 
European Union’s new General 
Data Protection Regulation 
(‘GDPR’) comes into effect 
May 2018, replacing the Data 
Protection Directive 95/46/EC 
and extending the reach of the 
EU data protection law. 
The purpose of the GDPR is to provide a set of 
standardised data protection laws across all EU 
member countries in order to make it easier 
for EU citizens to understand how their data is 
being used, and how they can make complaints, 
even if they are not in the country where the 
data is located. 

Despite the UK’s exit from the European Union, 
GDPR will still affect British businesses as we 
will be introducing it into UK law through the 
Data Protection Bill - building on, and extending 
the current data protection legislation under 
the Data Protection Act (DPA) 1998. 
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GDPR applies to EU and non-
EU companies
If you offer any products or services to the European market, 
or if you collect data on European customers, the new privacy 
rules apply to you.

Fines are up to 4% of 
global revenues
The data protection regulator, the Information Commissioner’s 
Office (ICO), will also be given more power to defend consumer 
interests and issue higher fines, of up to £17 million or 4 
per cent of global turnover, in cases of the most serious 
data breaches.

Data breaches - notification is 
a mandate
Organisations have 72 hours to communicate to the relevant 
data protection authority that they have suffered a material 
data breach. Some EU countries, like the Netherlands, already 
have this requirement in place, but now companies operating 
all over Europe must set up their breach notification and 
response services.

Companies must appoint a 
data protection officer
Companies whose core activity entails regular and systematic 
collection of personal data on a large scale, as well as firms 
that handle sensitive data, must hire a data protection officer 
this requirement is also in place for any public authorities 
or bodies.

Privacy by design & by default 
are legal requirements
The times where privacy was an afterthought are gone forever. 
These new principles require that you integrate privacy 
requirements in the design of new products and services 
and that you process the minimum amount of personal data 
necessary to achieve a specific purpose.

http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
https://www.gov.uk/government/news/government-to-strengthen-uk-data-protection-law
https://www.gov.uk/government/news/government-to-strengthen-uk-data-protection-law
http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
http://gdpr-legislation.co.uk/
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DATA PROTECTION BILL
The Government states that the Bill will bring 
the European Union’s General Data Protection 
Regulation (GDPR) into UK law and it aims to 
achieve the following:

• Make it simpler to withdraw consent for the  
 use of personal data

• Allow people to ask for their personal data  
 held by companies to be erased

• Enable parents and guardians to give   
 consent for their child’s data to be used

• Require ‘explicit’ consent to be necessary for  
 processing sensitive personal data

• Expand the definition of ‘personal data’ to  
 include IP addresses, internet cookies   
 and DNA

• Update and strengthen data protection law  
 to reflect the changing nature and scope of  
 the digital economy

• Make it easier and free for individuals to  
 require an organisation to disclose the  
 personal data it holds on them

• Make it easier for customers to move data  
 between service providers

SOURCE LINK 
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WHAT DOES THE GDPR GOVERN?
The EU outlines that GDPR regulates the 
processing by an individual, a company or 
an organisation of personal data relating to 
individuals in the EU.

It doesn’t apply to the processing of personal 
data of deceased persons or of legal entities.

The rules don’t apply to data processed by 
an individual for purely personal reasons 
or for activities carried out in one’s home, 
provided there is no connection to a 
professional or commercial activity. When 
an individual uses personal data outside 
the personal sphere, for socio-cultural or 
financial activities, for example, then the 
data protection law has to be respected.

SOURCE LINK
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https://www.gov.uk/government/news/government-to-strengthen-uk-data-protection-law
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en


WHO DOES THE GDPR APPLY TO?
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The ICO outlines GDPR 
applies to ‘controllers’ 
and ‘processors’. 

A controller determines 
the purposes and means of 
processing personal data.

A processor is responsible for 
processing personal data on 
behalf of a controller.

7

GDPR places specific legal obligations on 
processors; for example, they are required 
to maintain records of their personal data 
and processing activities. They will have legal 
liability if they are responsible for a breach.

GDPR also places further obligations on 
controllers to ensure their contracts with 
processors comply with the GDPR.

GDPR applies to processing carried out by 
organisations operating within the EU. It 
also applies to organisations outside the EU 
that offer goods or services to individuals in 
the EU.

GDPR does not apply to certain activities 
including processing covered by the Law 
Enforcement Directive, processing for 
national security purposes and processing 
carried out by individuals purely for personal/
household activities.

SOURCE LINK
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WHO DOES THE GDPR APPLY TO?
04

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
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WHAT DATA DOES GDPR APPLY TO?
The ICO outlines GDPR applies to ‘Personal Data’ and ‘Personal 
Sensitive Data’. 

The GDPR applies to ‘personal data’ meaning any 
information relating to an identifiable person who can be 
directly or indirectly identified in particular by reference to 
an identifier.

This definition provides for a wide range of personal 
identifiers to constitute personal data, including name, 
identification number, location data or online identifier, 
reflecting changes in technology and the way organisations 
collect information about people.

The GDPR applies to both automated personal data 
and to manual filing systems where personal data are 
accessible according to specific criteria. This could include 
chronologically ordered sets of manual records containing 
personal data.

Personal data that has been pseudonymised – e.g. key-
coded – can fall within the scope of the GDPR depending 
on how difficult it is to attribute the pseudonym to a 
particular individual.

9

PERSONAL SENSITIVE DATA
The GDPR refers to sensitive 
personal data as “special 
categories of personal data”. 
The special categories specifically 
include genetic data, and biometric 
data where processed to uniquely 
identify an individual.
Personal data relating to criminal 
convictions and offences are 
not included, but similar extra 
safeguards apply to its processing.

GDPR PRINCIPLES
The ICO states that under the GDPR, the 
data protection principles set out the main 
responsibilities for firms.

ARTICLE 5 OF THE GDPR REQUIRES THAT PERSONAL DATA 
SHALL BE:

“Processed lawfully, fairly and in a transparent 
manner in relation to individuals;

collected for specified, explicit and legitimate 
purposes and not further processed in a manner 
that is incompatible with those purposes; further 
processing for archiving purposes in the public 
interest, scientific or historical research purposes 
or statistical purposes shall not be considered to 
be incompatible with the initial purposes;

adequate, relevant and limited to what is 
necessary in relation to the purposes for which 
they are processed;

accurate and, where necessary, kept up to date; 
every reasonable step must be taken to ensure 
that personal data that are inaccurate, having 
regard to the purposes for which they are 
processed, are erased or rectified without delay;

kept in a form which permits identification of 
data subjects for no longer than is necessary 
for the purposes for which the personal data 
are processed; personal data may be stored for 
longer periods insofar as the personal data will 
be processed solely for archiving purposes in the 
public interest, scientific or historical research 
purposes or statistical purposes subject to 
implementation of the appropriate technical and 
organisational measures required by the GDPR 
in order to safeguard the rights and freedoms of 
individuals; and

processed in a manner that ensures appropriate 
security of the personal data, including protection 
against unauthorised or unlawful processing 
and against accidental loss, destruction 
or damage, using appropriate technical or 
organisational measures.”
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Turn to page 11 for 
a full list of Personal 
Sensitive Data

Pg.11
ARTICLE 5(2) REQUIRES THAT:
“The controller shall be responsible 
for, and be able to demonstrate, 
compliance with the principles.”

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/


KEY GDPR 
DEFINITIONS

PERSONAL DATA
Means any information relating to an identified 

or identifiable natural person (‘data subject’); 
an identifiable natural person is one who can 

be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an 

identification number, location data, an online 
identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person;

PERSONAL 
SENSITIVE DATA
(AS DEFINED BY THE DATA PROTECTION ACT)

The racial or ethnic origin of the data subject,

his political opinions,

his religious beliefs or other beliefs of a 
similar nature,

whether he is a member of a trade union (within 
the meaning of the Trade Union and Labour 
Relations (Consolidation) Act 1992),

his physical or mental health or condition,

his sexual life,

the commission or alleged commission by him of 
any offence, or

any proceedings for any offence committed or 
alleged to have been committed by him, the 
disposal of such proceedings or the sentence of 
any court in such proceedings.

11

CONTROLLER
Means the natural or legal person, public 

authority, agency or other body which, alone or 
jointly with others, determines the purposes and 
means of the processing of personal data; where 

the purposes and means of such processing 
are determined by Union or Member State 

law, the controller or the specific criteria for its 
nomination may be provided for by Union or 

Member State law;

Means any operation or set of operations which 
is performed on personal data or on sets of 
personal data, whether or not by automated 
means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making 
available, alignment or combination, restriction, 
erasure or destruction;

12

PROCESSING

PROCESSOR
Means a natural or legal person, public authority, 
agency or other body which processes personal 
data on behalf of the controller;

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
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HOLDING 
PERSONAL DATA 
Firms are obliged to document what personal 
data they hold, where it came from and who 
they share it with.

HOLDING 
SENSITIVE DATA 

Firms are obliged to document what 
personal data they hold, where it came 

from and who they share it with.

GDPR requires firms to maintain 
records of their processing activities. 
It updates rights for a networked 
world. For example, if a firm has 
inaccurate personal data and 
have shared this with another 
organisation, the firm will have to 
tell the other organisation about 
the inaccuracy so it can correct its 
own records. 

Firms won’t be able to do this unless 
they know what personal data they 
hold, where it came from and who 
they share it with. This should be 
documented because doing this 
will also help to comply with GDPR’s 
accountability principle, which 
requires firms to be able to show 
how they comply with the data 
protection principles, for example 
by having effective policies and 
procedures in place. 

13
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GDPR requires firms to maintain 
records of their processing 
activities, updating rights for a 
networked world. 

For example, if inaccurate personal 
data is held and then shared with 
another organisation, the firms will 
have to tell the other organisation 
about the inaccuracy so it can 
correct its own records. 

You won’t be able to do this unless 
you know what personal data 
you hold, where it came from and 
who you share it with. You should 
document this. Doing this will also 
help you to comply with the GDPR’s 
accountability principle, which 
requires organisations to be able to 
show how they comply with the data 
protection principles, for example 
by having effective policies and 
procedures in place. 

GDPR 
INDIVIDUAL RIGHTS
GDPR PROVIDES THE 
FOLLOWING RIGHTS 
FOR INDIVIDUALS:

to be informed

of access

to rectification

to erasure

to restrict processing

data portability

to object

Rights in relation to automated 
decision making and profiling.
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AS THEY COLLECT PERSONAL DATA, FIRMS ARE 
ALREADY REQUIRED TO GIVE THEIR CLIENTS 
CERTAIN INFORMATION, SUCH AS THEIR 
IDENTITY AND HOW THEY INTEND TO USE THE 
CLIENTS INFORMATION.

This is usually achieved by the use of a privacy 
notice and is included in the documentation 
provided to the client in the advisers engagement 
with the client via the Terms of Business.
These privacy notices will need to updated 
to reflect additional requirements as a result 
of GDPR.

Under the GDPR there are some additional 
things firms will need to inform their clients 
of, such as: 
The firms lawful basis for processing the data, 
the firms data retention periods and,
that individuals have a right to complain to the ICO 
if they think there is a problem with the way you are 
handling their data. 

The GDPR requires the information to be 
provided in concise, easy to understand and 
clear language.

THE RIGHT TO BE INFORMED
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FEE: an organisation will not be able to charge for complying 
with a request unless the request is ‘manifestly unfounded 
or excessive’. The data controller may charge a reasonable 
administrative-cost fee if further copies are requested.
EXCESSIVE REQUESTS: if a request is ‘manifestly unfounded 
or excessive’ data controllers can charge a fee or refuse to 
respond but will need to be able to provide evidence of how 
the conclusion that the request is manifestly unfounded or 
excessive was reached.
ELECTRONIC ACCESS: it must be possible to make requests 
electronically (e.g. by email). Where a request is made 
electronically, the information should be provided in a 
commonly-used electronic form, unless otherwise requested 
by the individual.
CONTENT OF RESPONSE: the request should allow the 
individual to know what information is held about them 
and what processing is being carried out. In responding 
to a request, data controllers may need to provide further 
information such as the relevant data retention period and the 
right to have inaccurate data corrected.
TIME TO RESPOND: the data controller must respond to these 
requests within a month, with a possibility to extend this period 
for particularly complex requests. Under the DPA, the response 
time is 40 days.
RIGHT TO WITHHOLD: data controllers can withhold personal 
data if disclosing it would ‘adversely affect the rights and 
freedoms of others’. This is reflective of the current position 
under the DPA. The recitals to the GDPR note that this could 
extend to intellectual property rights and trade secrets. 
Member States may introduce further examples such as 
legal privilege.

Firms will have to deal with requests 
more quickly, as well as providing 
additional information.
Individuals already have a right to access their 
personal data through a SAR. However, it 
will generally be free to make those requests 
and individuals will be entitled to receive the 
information in an electronic format.

If an firm handles a large number of SARs, the 
impact of the changes could be considerable. 
Therefore, taking steps to organise the approach 
to SARs will help organisations to comply with 
the GDPR.

RIGHT TO 
ACCESS 
According to Burgess Salmon GDPR makes 
the following changes to the Subject Access 
Requests (SAR) regime:

Individuals are entitled to have personal data rectified if 
it is inaccurate or incomplete.
Responses must be within one month, although this can be extended by two 
months where the request for rectification is complex.

We can provide support for this for our enterprise customers, whereby 
clients can view their personal data via the client portal on request. The 
adviser can make the fact find available to client and the client can update 
the fact find and send it back to the adviser.

For our managed service customers, clients can view their personal data 
via the client portal on request. The adviser can make the fact find available 
to client and the client can let the adviser know if there are any updates 
required using secure messaging.

The right to erasure does not provide an absolute ‘right to be 
forgotten’. Individuals have a right to have personal data erased and to 
prevent processing in specific circumstances:
Where the personal data is no longer necessary in relation to the purpose for 
which it was originally collected/processed.

When the individual withdraws consent.

When the individual objects to the processing and there is no overriding 
legitimate interest for continuing the processing.

The personal data was unlawfully processed (i.e. otherwise in breach of 
the GDPR).

The personal data has to be erased in order to comply with a legal obligation.

The personal data is processed in relation to the offer of information society 
services to a child.

Under the GDPR, this right is not limited to processing that causes 
unwarranted and substantial damage or distress. However, if the 
processing does cause damage or distress, this is likely to make the case for 
erasure stronger.

There are some specific circumstances where the right to erasure does not 
apply and firms can refuse to deal with a request.

RIGHT TO ACCESS 
IMPACT ON FIRMS

RIGHT TO RECTIFICATION

THE RIGHT TO ERASURE

https://www.burges-salmon.com/news-and-insight/legal-updates/gdpr-subject-access-requests/
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Firms will be required to restrict the processing of personal data in the 
following circumstances:
Where an individual contests the accuracy of the personal data, firms 
should restrict the processing until they have verified the accuracy of the 
personal data.

Where an individual has objected to the processing (where it was necessary for 
the performance of a public interest task or purpose of legitimate interests), 
and firms are considering whether their organisation’s legitimate grounds 
override those of the individual.

When processing is unlawful and the individual opposes erasure and requests 
restriction instead.

If firms no longer need the personal data but the individual requires the data to 
establish, exercise or defend a legal claim.

Firms may need to review procedures to ensure you are able to determine 
where you may be required to restrict the processing of personal data.

If firms have disclosed the personal data in question to others, they 
must contact each recipient and inform them of the restriction on the 
processing of the personal data - unless this proves impossible or involves 
disproportionate effort. If asked to, they must also inform the individuals 
about these recipients.

Firms must inform individuals when they decide to lift a restriction 
on processing.

THE RIGHT TO DATA PORTABILITY ALLOWS INDIVIDUALS TO OBTAIN 
AND REUSE THEIR PERSONAL DATA FOR THEIR OWN PURPOSES ACROSS 
DIFFERENT SERVICES.

It allows them to move, copy or transfer personal data easily from one 
IT environment to another in a safe and secure way, without hindrance 
to usability.

Some organisations in the UK already offer data portability through the 
midata and similar initiatives which allow individuals to view, access and use 
their personal consumption and transaction data in a way that is portable 
and safe.
It enables consumers to take advantage of applications and services which 
can use this data to find them a better deal, or help them understand their 
spending habits.

The right to data portability only applies:
To personal data an individual has provided to a controller; where the 
processing is based on the individual’s consent or for the performance of a 
contract; and when processing is carried out by automated means.

Individuals have the right to object to:
Processing based on legitimate interests or the 
performance of a task in the public interest/exercise 
of official authority (including profiling);

direct marketing (including profiling); and

processing for purposes of scientific/historical 
research and statistics.

The GDPR has provisions on: 
Automated individual decision-making (making a decision solely 
by automated means without any human involvement); and

profiling (automated processing of personal data to evaluate 
certain things about an individual). Profiling can be part of an 
automated decision-making process.

The GDPR applies to all automated individual decision-making 
and profiling.

Article 22 of the GDPR has additional rules to protect 
individuals if firms are carrying out solely automated decision-
making that has legal or similarly significant effects on them.

Firms can only carry out this type of decision-making 
where the decision is: 
Necessary for the entry into or performance of a contract; or

authorised by Union or Member state law applicable to the 
controller; or

based on the individual’s explicit consent.

Firms must identify whether any of their processing falls 
under Article 22 and, if so, make sure that they: 
Give individuals information about the processing;

introduce simple ways for them to request human intervention or 
challenge a decision;

carry out regular checks to make sure that their systems are 
working as intended.

RIGHT TO 
RESTRICT PROCESSING

THE RIGHT TO 
DATA PORTABILITY

THE RIGHT TO OBJECT

RIGHTS RELATED TO AUTOMATED DECISION 
MAKING INCLUDING PROFILING



1 2  S T E P S  T O  T A K E  N O W

INFORMATION YOU HOLD
You should document what personal data 
you hold, where it came from and who you 
share it with. You may need to organise an 
information audit.

2

COMMUNICATING 
PRIVACY INFORMATION
You should review your current privacy notices 
and put a plan in place for making any neccesary 
changes in time for GDPR implementation.

3

INDIVIDUALS’ RIGHTS
Ensure they cover all the rights individuals have, 
including how you would delete personal data 
or provide data electronically and in a commonly 
used format.

4

PREPARING FOR THE GENERAL DATA 
PROTECTION REGULATION (GDPR)

16focus-solutions.co.uk

SUBJECT ACCESS REQUESTS
You should update your procedures and plan 
how you will handle requests within the new 
timescales and provide any
additional information.

5

LAWFUL BASIS FOR PROCESSING 
PERSONAL DATA
You should identify the lawful basis for your 
processing activity in the GDPR, document it and 
update your privacy notice to explain it.

6

CONSENT
You should review how you seek, record and 
manage consent and whether you need to make 
any changes. Refresh existing consents now if 
they don’t meet the GDPR standard.

7

CHILDREN
You should start thinking now about whether 
you need to put systems in place to verify the 
individuals’ ages and to obtain parental or 
guardian consent for any data processing activity.

8

DATA BREACHES
You should make sure you have the right 
procedures in place to detect, report and 
investigate a personal data breach.

9

DATA PROTECTION BY DESIGN 
AND DATA PROTECTION 
IMPACT ASSESSMENTS
You should familiarise yourself now with the ICO’s 
code of practive on Privacy Impact Assessments 
as well as the latest guidance from the Article 29 
Working Party, and work out how and when to 
implement them in your organisation.

10

DATA PROTECTION OFFICERS
You should designate someone to take 
responsibility for data protection compliance 
and assess where this role will sit within your 
organisation’s structure and governance 
arrangments. You should consider whether 
you are required to formally designate a Data 
Protection Officer.

11

INTERNATIONAL
If your organisation operates in more than one 
EU member state (i.e. you carry out cross-border 
processing), you should detemine your lead 
data protection supervisory authority. Article 29 
Working Party guidelines will help.

12

19 20

10 WHAT SHOULD OUR 
CUSTOMERS BE DOING?
Go to the ICO website and familiarise themselves 
with the regulation, they have provided a guide to 
help them prepare for May.

AWARENESS
You should make sure that decision makers and 
key people in your organisation are aware that 
the law is changing to the GDPR. They need to 
appreciate the impact this is likely to have.

1

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://www.focus-solutions.co.uk/
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HOW DOES 
THE SOFTWARE 

HELP?

PERSONAL AND 
SENSITIVE DATA

INDIVIDUAL RIGHTS – 
THE RIGHT OF ACCESS

INDIVIDUAL RIGHTS 
– THE RIGHT TO 
BE INFORMED

AS THEY COLLECT PERSONAL DATA, FIRMS ARE 
ALREADY REQUIRED TO GIVE THEIR CLIENTS 
CERTAIN INFORMATION, SUCH AS THEIR 
IDENTIFIER AND HOW THEY INTEND TO USE 
THE CLIENTS INFORMATION.

This is usually achieved by the use of a privacy 
notice and is included in the documentation 
provided to the client in the adviser’s 
engagement with the client via the Terms of 
Business Document.

These privacy notices will need to updated 
to reflect additional requirements as a result 
of GDPR. 
Under GDPR there are some additional things firms 
will need to inform their clients of, such as: 
The firm’s lawful basis for processing the data, 

the firm’s data retention periods and that, 

individuals have a right to complain to the ICO if 
they think there is a problem with the way you are 
handling their data. 

GDPR requires the information to be provided in 
concise, easy to understand and clear language.

Whether captured as part of the terms of 
business document or provided as a separate 
document to the client, this can be uploaded via 
the document checklist process as part of a case 
or a copy can be uploaded directly to a client 
record and optionally made available via the client 
portal where appropriate.

WHILST BEING THE OR ONE OF THE PRIMARY 
SYSTEMS IN AN ADVISORY BUSINESS DATA 
HELD IN FOCUS SYSTEMS IS ONLY PART OF 
DATA PICTURE.

Our obligation is to be able to enable our 
customers a view of the personal data and 
sensitive data that is held in the system. 

By definition our software captures personal 
data and all the personal data held on a client is 
contained in Client Management and we capture 
the data items contained in the attached paper 
fact find print which can be generated inside a 
case, if our customers need to know the extent of 
the personal data they capture.

The system does capture medical information 
in relation to pension income which would be 
deemed sensitive data. This is also included in the 
paper fact find print. It is also possible to capture 
sensitive data in notes fields if a user chooses 
to but this information is only stored in the case 
print, which can be provided to clients if required. 

In addition Enterprise clients can add custom 
questions into the system which are included in 
case print which they will need to monitor.

A SUBJECT ACCESS REQUEST (SAR) IS A REQUEST 
FROM A CLIENT TO THEIR ADVISORY FIRM TO 
SEE THE DATA THAT THE FIRM HOLD ON THEM.

focus:360° / now:advise whilst being the or one 
of the primary systems in an advisory business is 
only part of data picture as to satisfy a request the 
firm will need to provide a view of the data across 
all systems and paper and will typically use a 
data disclosure form (potentially provided by the 
advisory firm) to make the request. The response 
will typically be provided in a data request 
disclosure form.

The procedure for making a Subject Access 
Request (SAR) under the GDPR is similar to that 
under the Data Protection Act 1998 (DPA) albeit 
with some key changes. 

A REQUEST CAN COME INTO A FIRM BY A 
NUMBER OF SOURCES, PHONE, POST, EMAIL OR 
VIA CLIENT PORTAL.
If a request comes into a firm it can be recorded 
in the system as a contact and the actual request 
can be uploaded as can the response that has 
been issued to satisfy the request. 
For a standard set of client personal data the 
offboarding spreadsheet can be used to provide 
this data, which can be provided by going 
into admin and selecting the relevant client to 
populate the spreadsheet. The spreadsheet can 
then be uploaded to the contact to show how the 
request was satisfied.

IF A MORE DETAILED VIEW IS REQUIRED 
A user can create a case, review the data, address 
any outstanding items and at fact find completion 
stage select case print which will populate the fact 
find data at that point which that document can 
be saved and either provided to the client either 
directly or via the client portal. This document can 
then be attached to the contact to indicate how 
the response was satisfied.

THE  IMPORTANT 
THING  TO  NOTE 
I S   T H AT  T H E 
R E Q U E S T  I S  N O T 
T O  F O C U S  O R  T O 
O U R  C L I E N T  B U T 
T O  T H E  A D V I S E R 
/  A D V I S O R Y  F I R M 
A N D  T H E  S O F T WA R E 
I S  H E L P I N G 
T O  FA C I L I T AT E 
T H E   R E Q U E S T .

We will look to enhance the ability 
to support this process by updating 
contacts to have a content reason/
subject which will enable us to going 
forward to report on how many SAR 
requests and identify who the SAR 
requests came from.

We are also looking to make the 
printable fact find available in Client 
Management and Client Portal, 
populating it with the client data 
as currently it is produced blank to 
support data capture for new clients. 
This means it can be used in a review 
process in addition to satisfying SARs. 



INDIVIDUAL 
RIGHTS – THE 
RIGHT TO 
RECTIFICATION

INDIVIDUAL RIGHTS – 
THE RIGHT TO ERASURE

THE RIGHT TO ERASURE IS ALSO KNOWN AS 
‘THE RIGHT TO BE FORGOTTEN’.

The broad principle underpinning this right is 
to enable an individual to request the deletion 
or removal of personal data where there is no 
compelling reason for its continued processing.

The software currently supports this using 
the Client Data Deletion function allows you 
to permanently delete client records that 
are the result of a lead or a case where no 
recommendations have been made. 

LIKE THE OTHER TYPES OF REQUEST THIS CAN COME INTO A 
FIRM BY A NUMBER OF SOURCES, PHONE, POST, EMAIL OR 
VIA CLIENT PORTAL.

When the request comes into a firm it can be recorded in the 
system as a contact and the actual request can be uploaded.
A client can then be marked as inactive so that new cases 
cannot be produced for that client until the status is reviewed 
and changed.
To further support this we are likely to introduce a new client 
status which once placed on a client would make them read 
only and not appear in lists and reports.

INDIVIDUALS ARE ENTITLED 
TO HAVE PERSONAL 
DATA RECTIFIED IF 
IT IS INACCURATE 
OR INCOMPLETE.

RESPONSES MUST BE WITHIN ONE MONTH, ALTHOUGH THIS CAN BE 
EXTENDED BY TWO MONTHS WHERE THE REQUEST FOR RECTIFICATION 
IS COMPLEX.

As per a SAR, a request can come into a firm by a number of sources, phone, 
post, email or via client portal and is likely to be a result of information 
provided to the client.

As per a SAR, when the request comes into a firm it can be recorded in the 
system as a contact and the actual request can be uploaded as can the 
response that has been issued to satisfy the request. 

The most common scenario for a request being made is as a result of 
correspondence, such as letters, or review documentation which have been 
generated by the system.

Where the request is a result of satisfying a SAR the client can annotate the 
fact find data with corrections and either post this to the firm or upload 
it via client portal or simply make the request for a change to the data via 
the secure messaging available in the portal. The firm can then make the 
updates and then reissue the spreadsheet with the rectified position to 
demonstrate they have satisfied the request, this can be done via client 
portal and secure messaging or via post.

In addition, we can provide further support for this for our enterprise 
customers, whereby clients can view their personal data via the client portal 
on request. The adviser can make the fact find available to client and the 
client can request updates via the secure messaging.

Personal data processed for any purpose 
must not be kept for longer than is necessary 
for that purpose. The Client Data Deletion 
function therefore:
Lets you identify new clients that have not received 
any advice or to whom no business has been sold, 
as potential candidates for deletion.

Retains the integrity of any associated joint cases, 
remuneration records, report and statistical data 
when a client is deleted.

Ensures that a client cannot be deleted where 
they have active cases, remuneration or service 
agreements or similar.

Supports the update/deletion of audit data.

The functionality breaks down into four parts:
Search for the clients for deletion.

Mark them for deletion.

Invoke the deletion process by adding add records 
to a queue that triggers a background process to 
physically delete the selected clients. Client records 
will be deleted in ‘real-time’ and entries are made in 
the system audit tables. 

Print a report to show clients to be deleted. 

To further support this right we will look to extend 
this capability to so that it covers clients who 
have had advice or placed new business and 
corporate clients.

Another way of satisfying this right is to utilise a 
new client status that we are likely to introduce to 
satisfy the right to restrict processing which once 
placed on a client would make them read only.

INDIVIDUAL 
RIGHTS – THE 
RIGHT TO 
RESTRICT 
PROCESSING
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CURRENTLY THIS CAN BE SUPPORTED TO AN EXTENT BY 
USING THE OFFBOARDING SPREADSHEET 

We will look to further support this by this adding the 
printable fact find print that already exists in a case to Client 
Management and populating it with client data. This document 
can then be shared with a client via the Client Portal.
We will also look to make the ability to print the fact find 
available from Client Portal so the client can download the 
data themselves.

CURRENTLY THE SOFTWARE DOESN’T HAVE THE ABILITY TO 
STOP A CLIENT RECORD FROM BEING PROCESSED SO WE 
ARE LOOKING TO INTRODUCE FUNCTIONALITY TO CATER 
FOR THIS.

We are likely to introduce a new client status which once placed 
on a client would make them read only.

It would also enable us to exclude clients from being process-
ing for purposes of scientific/historical research and statistics.

No direct marketing activity is undertaken in the software but 
we do already capture marketing privileges and they can be 
used to exclude clients from client lists produced using client 
search to produce list for mail merges used for campaigning.

The software doesn’t currently provide any 
automated decision making and therefore 
there is no impact of this individual right on the 
software although this right will be considered 
for any future developments where this needs to 
be catered for such as Automated Para planning 
and advice.

INDIVIDUAL 
RIGHTS – THE 
RIGHT TO DATA 
PORTABILITY

INDIVIDUAL 
RIGHTS – 
THE RIGHT 
TO OBJECT

INDIVIDUAL 
RIGHTS – 
AUTOMATED 
DECISION 
MAKING

V I E W  H E R EBY STEVE ANDREWS
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https://www.ftadviser.com/your-industry/2018/04/09/five-questions-advisers-should-ask-about-gdpr/?utm_campaign=CPD+Afternoon&utm_source=emailCampaign&utm_medium=email&utm_content
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